Cornacue Ha 06paboOTKy NepCOHaNbHbBIX AaHHbIX

NONOXEHUE O NOPAAKE XPAHEHWA U 3ALLUTbI MEPCOHA/BbHbIX AHHbIX NONIb30BATE/NEN
CEPBUCA «Online-marasuH CEPEA/I» ( 00O "CONBEKC" MHH/KMMN 772160561/772101001 )

1. TepmuHbl M onpepeneHus.

CaliT — COBOKYMHOCTb MPOrpaMMHbIX M annapaTHbix cpeacTs ans IBM, obecneumnsatowmx nybamkaumio
MHOOPMALUKN U AaHHbIX, 06 beANHEHHbIX 0BLWMM LeneBbiM Ha3HaYeHNEM, MOCPEACTBOM TEXHUYECKNX
CPeacTs, NPUMeEHAEMbIX g5 CBA3W mexay IBM B cetn UHTepHeT. MNog, Calitom B MonoxeHnu
noHumaetca CaiT, pacnosioXKeHHbIN B ceTn MHTepHET no

agpecy: www.serealcards.ru (https://www.serealcards.ru/online-store)

Monb3oBaTenb — N0Ab30BaTe/b CETU MHTEPHET U, B YacTHOCTM, CaiiTa, MMEoLWMIA CBOIO IMYHYIO
cTpaHuuy (Npoduab/akKayHT).

depnepanbHbili 3akoH (D3) — PeaepanbHbIi 3aKoH 0T 27 utona 2006 r. Ne 152 &3 «O nepcoHasbHbIX
OaHHbBIX».

MepcoHanbHble gaHHble — Ntobas MHGOPMaLMA, OTHOCALLLGACA MPAMO WU KOCBEHHO K onpeae/ieHHoOMY
nUnn onpegenaemomy pusnyeckomy auuy (cybbekTy NnepcoHanbHbIX AaHHbIX).

Onepatop — opraHM3aLusa, CAMOCTOATE/IbHO AN COBMECTHO C APYrMMU IMLAMWN OPraHU3ytoLLas
06paboTKy NepcoHanbHbIX AaHHbIX, @ TaKKe onpeaenatowan ueam o6paboTkM NepcoHaNnbHbIX AAHHbIX,
noanexawux obpaboTke, AelictemaA (onepaumm), coBepluaemble C NePCoHabHbIMM AaHHbIMU.
Onepatopom ssnsetca 000 «COMBEKC» MHH/KMMN 7721605661/772101001 , pacnofioeHHoe no
aapecy: 109428 r. Mocksa PasaHckuit npocnekT 30/15 odpuc 1006

O6paboTKa NepcoHanbHbIX AaHHbIX — Ntoboe gencrTene (onepayma) nanm COBOKYNHOCTb AENCTBUIM
(onepauumit), coBepliaembix C MICNONb30BaHNEM CPEACTB aBTOMaTU3aL MM UAN 6e3 UCNONb30BaHUA TaKUX
CPEACTB C NepCcoHaNbHbIMU AaHHbIMM, BKAKOYAn c6Op, 3aMmcb, CUCTEMATM3ALLMIO, HAKOMEHWE,
XpaHeHue, yTouHeHue (06HOBNEHUE, U3MEHEHWE), U3BAeYEHME, UCNONb30BaHNe, Nepeaayy
(pacnpoctpaHeHue, NnpegocTasneHme, 40CTyn), obesnnunsaHue, 6J10KMpoOBaHMe, yaaneHue,
YHUUTOMKEHME NepcoHabHbIX AaHHbIX.

ABTOMaTM3NpPOBaHHAs 06paboTKa NepPCcoHasbHbIX AaHHbIX — 06paboTKa NepcoHaNbHbIX AaHHbIX C
NMOMOLLLbIO CPEACTB BbIYUCAUTENIBHON TEXHUKMU.

PacnpocTpaHeHMe nepCoHanbHbIX AaHHbIX —,El,eﬁCTBVIe, Hanpas/aeHHOEe Ha PaCKpbIThe NepCoHabHbIX
AaHHbIX onpeaeneHHoOMy Kpyry ML, No npeaBaputesibHOMY COriacuto, B Caydaax, npegyCcMoTpPEHHbIX
3aKOHOM.

MpepocTaBneHme NepPCcoHaNbHbIX AAaHHbIX — AEMNCTBUA, HAaNPaB/IEHHbIE HA PACKPbITUE NEPCOHANbHbIX
OaHHbIX onpeaenieHHOMY /LY UK onpegeneHHOMY Kpyry uL,.

BAOKMpoBaHME NepPCOHaNbHbIX AAaHHbIX — BPpEMEHHOE MpeKpalleHMe 06paboTKM NepcoHaNbHbIX AaHHbIX
(3a uckntoveHnem cnyyaes, ecim 06paboTka HeObXoAMMA AN YTOUHEHUA NEPCOHANbHbIX AAaHHbIX).

YHUYTOXKEeHMe NepCcoHabHbIX AaHHbIX — ,D,EﬁCTBMFI, B pe3ynbraTte KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM
BOCCTaHOBUTb Coaep*KaHMe NepCoOHa/IbHbIX OAaHHbIX B MHd)OpMaLI,VIOHHOVI cncrteme nepCoHabHbIX
AaHHbIX M/VII'IM B pe3ynbraTe KOTOPbIX YHUYTOXKAKOTCA MaTEPUAIbHbIE HOCUTENTN MEPCOHANIbHbLIX AAaHHDbIX.

Ob6e3nmunBaHme NepcoHasibHbIX AAaHHbIX — AEACTBUSA, B pe3y/ibTaTe KOTOPbIX CTAaHOBUTCA HEBO3MOMKHbIM
6e3 UCNoNb30BaAHMA AOMNOAHUTENBHOW MHGOPMaLUUK ONPeaennTb NPUHAANEKHOCTb NEPCOHANbHbIX
OaHHbIX K KOHKPETHOMY CY6bEeKTY NepCOoHa/bHbIX AAHHbIX.


http://www.___________.ru/
https://www.serealcards.ru/online-store

NHbopmaLnoHHas cuctema nepcoHanbHbIX AaHHbIX (MCMOH) — COBOKYNHOCTbL coAeprKallmxcs B 6asax
AaHHbIX NEPCOHANbHbIX AaHHbIX U 0becneymBatoLLmMx Mx 06paboTKy MHPOPMALLMOHHBIX TEXHONOTUI U
TEeXHMUYECKMX CpeacTB.

[aHHoe MNonoxeHune aBnseTca HeoTbemaemol YacTbto OpepTbl/Cornawenms/Lorosopa pasmelLeHHOM
no agpecy: , YTo He OrpaHMYMBAET Er0 UCNO/Ib30BaHME B Ka4eCcTBE CAMOCTOATENIbHOIO KOPUANYECKOTO
OOKyMeHTa. TpaHCrpaHMyHaAa nepefaya NepcoHasibHbIX AaHHbIX, YKa3aHHbIX B AaHHOM CoraweHuu,
OCyLLEeCTBAAETCA B COOTBETCTBUM C M. 5 4. 4 cT. 12 PepepanbHoro 3akoHa PP Nel52 - d3 «O
NepcoHanbHbIX AaHHbIX» 0T 27.07.2006 T.

2. O6wme nonoxeHuma.

2.1. MonoskeHune o0 NopAaKe XPaHEeHUA 1 3aLlWMUTbI NepCcoHaNbHbIX AaHHbIX Nonb3oBaTenel CaliTa (ganee
— MonoskeHue) paspaboTtaHo ¢ Lenbio cobntoaeHns TpebosaHuMil 3aKoHoAaTeNbcTBa PO, coaepkalumx
nepcoHanbHble gaHHble U naeHTUdGUKaumm MNonb3oBaTenen, Haxoaawmxca Ha Cawnre.

2.2. MonoxeHune pa3paboTtaHo B cooTBeTCTBMU C KOHCTUTYUMeN P, MparkgaHCKMm Kogekcom PO,
OeMCTBYIOLWMM 3aKOHOAaTENbCTBOM P® B 06/1aCTH 3aLMTbl NEPCOHANbHbIX AAHHbIX.

2.3. NonoxeHue ycTaHaBANBAET NOPALOK 06paboTKM NepcoHasbHbIX AaHHbIX [Tonb3oBaTenein CaitTa:
Aenictena no cbopy, cMcTeMaTmsalmm, HaKONJAEHUIO, XPaHEHWUIO, YTOUYHEHUIO (06HOBAEHWIO,
N3MEHEHMUIO), YHUUTOXKEHUIO NEPCOHA/IbHbIX AAHHbIX.

2.4. MonoxKeHne ycTaHaBAMBaeT 0b6sA3aTeNbHble ga cOTpyAHMKoB OnepaTopa, 3a4eMCTBOBaHHbIX B
obcnyusaHumn CanTta, obwme TpeboBaHUA M NpaBuaa No paboTe Co BCEMM BUAAMM HOCUTENEN
MHPOPMALLMK, coaepKaLLMMM NepPCOHabHble AaHHble MNonb3oBaTenei CanTa.

2.5. B MonoKeHnn He paccmaTpmBatoTCs BONPOCbl obecnevyeHms 6€30nacHOCTU NEPCOHA/IbHbIX AaHHbIX,
OTHECEHHbIX B YCTAHOB/MIEHHOM NOPAAKE K CBEAEHMAM, COCTABASAOWMM rocyAapCTBEHHYHO TalHy
Poccuiickon ®egepaunm.

2.6. Uenamum MNonoxeHua AsnawoTcA:

— obecneyeHne TpeboBaHM 3aLLMTbI NPAB U CBOOOA, YeOBEKA U FpaXKaaHWHA Npu 06paboTke
NepCcoHanbHbIX AaHHbIX, B TOM YMC/Ie 3aWMTbl NPaB Ha HEMPUKOCHOBEHHOCTb YaCTHOM KU3HW, NYHYIO U
CEMENHYIO TalHY;

— UCKtOYEHMNE HEeCaHKLMOHNPOBAHHbIX AeNCTBUIA COTpyaHUKOB OnepaTopa 1 NtobbIX TPEeTbUX AnL, No
cbopy, cMcTemaTU3aLMKn, HaKONNEHWNIO, XPaHEHUIO, YTOYHEHUIO (0BHOBNEHUIO, UBMEHEHUIO)
NepCcoHanbHbIX AaHHbIX, MHbIX GOPM HE3aKOHHOIO BMeLlaTeIbcTBa B MHGOPMaLMOHHbIE pecypchl U
JIOKa/IbHYI0 BblUMCAUTENbHYIO ceTb OnepaTtopa, obecneyeHme NpaBoBOro M HOPMaTUBHOIO PEXKMUMa
KOHOMAEHUNANBHOCTM HEAOKYMEHTUPOBAHHOM MHbOpMmauun Monb3osaTtenert CanTa; 3awmTa
KOHCTUTYLIMOHHbIX NPaB rpa)kaaH Ha NYHYIO TalHY, KOHGUAEHUNANBHOCTb CBEAEHMWIA, COCTaBAAIOLLNX
nepcoHasibHble AaHHble, U NpeaoTBpalleHne BO3SHUKHOBEHNA BO3MOMHOW yrpo3bl 6e3onacHocTu
Monb3oBatenei Canta.

2.7. NpuHUMNbl 06pabOTKMN NEPCOHAbHbIX AAHHbIX:
— 06paboTKa NEPCOHA/bHbIX AaHHbIX AOKHA OCYLLECTBAATLCA HA 3aKOHHOM U CNpaBeAIMBOM OCHOBE;

— 06paboTKa NepcoHasbHbIX AaHHbIX A0/I)KHA OFPaHMUYNBATLCA AOCTUKEHNEM KOHKPETHbIX, 3apaHee
onpeaeneHHbIX 1 3aKOHHbIX Leneit. He aonyckaetcs 06paboTKa NepcoHaNbHbIX AaHHbIX,
HecoBMeCcTUMas C Lensmm cbopa nepcoHanbHbIX AAHHbIX;

— He gonyckaeTtcs obbeanHeHne 6a3 gaHHbIX, cogepXKallmMx NepcoHasibHble AaHHble, 06paboTKa
KOTOPbIX OCYLLECTBASETCA B LLENSAX, HECOBMECTUMbIX MeXAy COb0;



— 0b6paboTKe noasiexkaT TONbKO NePCOHa/IbHble AaHHbIE, KOTOPbIE OTBEYAIOT Lensam Mx 0bpaboTky;

— cofepaHne n ob6bem 06pabaTtbiBaeMbIX NEPCOHA/BbHbIX AAaHHbIX AOMKHbI COOTBETCTBOBATH
3asB/IEHHbIM Lenam 06paboTku. ObpabaTtbiBaemMble NepCcoHasibHble AaHHbIe He A0MKHbI ObITb
M36bITOYHBIMM NO OTHOLLEHUIO K 3aiBIEHHbBIM LLeIAM UX 06paboTKu;

— npu 06paboTKe NepcoHaNbHbIX AaHHbIX AO/KHbI ObITb 06ecneyeHbl TOYHOCTb NEePCOHA/IbHbIX AAHHbIX,
MX OOCTAaTOYHOCTb, @ B HEOBXOAMMbIX C/Ty4aAX M aKTyasIbHOCTb MO OTHOLLEHUIO K Lenam 06paboTku
NMepcoHasibHbIX AaHHbIX;

— XpaHeHWe NepcoHasbHbIX AaHHbIX AONXHO OCYLLECTBAATLCA He A0/bLe, YeM 3Toro TpebyloT uenu
06paboTKM NepCoHasbHbIX AaHHbIX, €C/IN CPOK XPaHEHMA NEePCOHasbHbIX AAaHHbIX HE YCTaHOB/IEH
denepanbHbIM 3aKOHOM, AOTOBOPOM, CTOPOHOM KOToporo asasetca MNonb3oBatens;

— obpabaTbiBaemble NMepcoHasibHbIe AaHHbIE MOANENKAT YHUUTOXKEHUIO 160 06e3/1MYMBaHUIO MO
OOCTUKEHUU ueneit 06paboTKM UK B Caydae yTpaTbl HEOBXOAMMOCTM B AOCTUNKEHUM 3TUX LieNelt, ecin
MHOe He npeaycmoTpeHo PeaepanibHbiM 3aKOHOM.

2.8. YcnoBus 06paboTKM NepcoHanbHbIX AaHHbIX.

2.8.1. ObpaboTKa NnepcoHanbHbIX AaHHbIX Mosb3oBaTenel CaiTa OCyLLECTBASETCA HAa OCHOBAHUM
MparkpgaHcKoro Kogekca PP, KoHctutyumnmn PO, aeicreytowero 3akoHogaTenbctea PP B 061acTu 3awmThl
NepcoHabHbIX AaHHbIX.

2.8.2. O6paboTKa NnepcoHanbHbIX AaHHbIX Ha CaliTe ocylecTBaAeTca ¢ cobaoaeHUEeM NMPUHLMUMOB U
npasu, NpeaycMoTpPeHHbIX MoNoKeHeM 1 3aKoHoAaTeNbCTBOM PO,

O6paboTKa NepcoHanbHbIX AaHHbIX 4OMYCKAETCA B CAeAYOWMX CAYYanX:

— 06paboTKa NepcoHasbHbIX AaHHbIX HeobxoaMma ana ncnonb3oBaHus CalitTa, CTOPOHOM KOTOPOTo
asnsetca Nonb3oBartens;

— 06paboTKa NepcoHasbHbIX JaHHbIX HE0bXoAMMa ANA 3aLLUMUTbI XKU3HU, 300POBbSA UAN UHBIX XKU3HEHHO
BaXKHbIX MHTepecos MNonb3oBaTena CaliTa, ecnm NosyvyeHne cornacusa HeBO3MOXKHO;

— 06paboTKa NepcoHaNbHbIX AaHHbIX HEO6X0AMMa A/1A OCYLLECTBAEHMA NPaB U 3aKOHHbIX UHTEPECOB
OnepaTopa Uaun TPeTbUX NuL, 60 AN JOCTUNKEHUSA O6LLECTBEHHO 3HAYMMbIX Liesieit MPU YCI0BUK, YTO
Npuv 3TOM He HapyLuatoTca nNpasa M cBoboapl Monb3oBateneit CaiTa;

- o6pa60TKa NepCoOHa/IbHbIX AaHHbIX OCYLLECTBNAETCA B CTATUCTUYECKUX UNTN UHBIX NCCNENOBATE/IbCKUX
uenax, 3a UCKrYeHnem O6pa60TKVI NepCcoHasibHbIX AAaHHbIX B UenAax npoasuXeHmAa ToBapos, pa60T,
YCAYr Ha pblHKe NyTem OoCyLlecTBNeHNA MPAMbIX KOHTAaKTOB C NOTeHUWa/IbHbIMU I'IOTpGGVITeﬂFIMM C
NOMOLbIO CPEACTB CBA3U, a TAKXKE B LENAX NoSINTUYECKOM armtauum, npu ychosmm 0b6s3aTeNbHOro
obe3nnumnBaHms NepCcoHa/ibHbIX AaHHbIX.

2.9. Llenn 06paboTKM NepcoHanbHbIX AaHHbIX.

2.9.1. ObpaboTKa NnepcoHanbHbIX AaHHbIX Mosb3oBaTenel CaiTa OCyLLECTBASETCA UCKAOYUTENBHO B
uenax npegocrasneHuns NMonb3oBaTento BO3MOXKHOCTM B3anMoaencTsoBaTb ¢ Cantom.

2.9.2. CBegeHNAMM, COCTABAAOWMMMN NEePCoHaNbHble AaHHble Ha CaiTe, aBnsetca Nobas UHGopmauus,
OTHOCALLLAACA K onpeaeneHHOMY Uau onpeaenaemomy Ha OCHOBaHUM Tako MHbopMaLun dusmyeckomy
nuy (cybbeKkTy nepcoHanbHbIX AaHHbIX).

2.10. ICTOYHMKKM Nony4yeHUsa NepcoHaabHbIX AaHHbIX Monb3oBaTenen.



2.10.1. UcTo4HMKOM MHDOpMaLMK 060 BCeX NepcoHanbHbIX AaHHbIX [osib3oBaTeNA ABAseTcA
HenocpeAacTBeHHO cam lNonb3oBaTtens.

2.10.2. UcTOYHMKOM MHDOPMaLIMK O MEePCOHA/bHbIX AaHHbIX [lonb3oBaTens ABNAKTCA cBeAeHuUs,
nosy4yeHHble BCAeacTBUe npegocTaneHna Onepatopom Monb3osBaTento npas nNosnb3osaHMa CanTom.

2.10.3. MepcoHanbHble gaHHble Nonb3oBaTenen OTHOCATCA K KOHPUAeHLManbHoW MHGopmaLumm
OrpaHMYeHHOoro AocTyna.

2.10.4. ObecneyeHuns KOHOUAEHLMANBHOCTU NEPCOHA/bHBIX AAHHbIX HE TpebyeTcs B Cayyae ux
06e3/1MUMBaHNA, A TaKXKe B OTHOLIEHNW 06L,EeA0CTYNHbIX NEPCOHA/bHbIX AAHHbIX.

2.10.5. OnepaTop He nmeeT npaBa cobupaTtb M 06pabaTbiBaTb NEPCOHA/bHbIE AaHHble [osb30BaTeNA O
€ro pacoBoi, HaLUMOHAAbHOW NPUHAANENKHOCTU, NONUTUYECKUX B3FNALAX, PENUTMO3HbBIX UK
dunnocodckux ybexaeHunsax, 4aCTHOM XKMU3HU, 32 UCK/IIOYEHNEM CyYaEB, MPEeAYCMOTPEHHbIX
OeNCTBYIOWMM 3aKOHO4ATEIbCTBOM.

2.10.6. OnepaTop He MMeeT nNpaBa Noay4aTb M 06pabaTbiBaTb NEPCOHA/bHbIE AaHHble [ob30BaTeNA O
€ro Y1eHCTBe B 06LWEeCTBEHHbIX 0O begMHEHUAX MK ero NPOdCOHO3HON AEATENBHOCTH, 33 UCKAIOYEHUEM
cny4yaes, npeaycMoTpeHHbIx PesepanbHbIM 3aKOHOM.

2.11. Cnocobbl 06paboTKM NepcoHaNnbHbIX AaHHbIX.

2.11.1. MepcoHanbHble gaHHble Monb3oBaTenen CaitTa 0b6pabaTbiBatOTCA UCKAOUUTENBHO C
NCMNo/Ib30BAaHWEM CPEACTB aBTOMATM3ALUMN.

2.12. MNpaBa cybbeKkToB (Monb3oBaTeneit) NePCoOHaNbHbIX AaHHbIX.

2.12.1. Monb3oBaTtenb MMeeT NPaBOo Ha NosyYyeHue ceegeHnit 06 OnepaTope, 0O MecTe ero HaxoXKaeHus,
0 Hannuumn y OnepaTopa NepPCoHasbHbIX AaHHbIX, OTHOCALLMXCA K KOHKPETHOMY CYOBEKTY NepPCOHaNbHbIX
AaHHbIX (Mos1b30BaTesNt0), @ TaKKE HAa O3HAKOMJIEHME C TAaKUMU NMEPCOHA/bHbIMU JaHHbIMM, 33
WCKOYEHMEM C/lyYaeB, NPeayCMOTPEHHbIX YacTbio 8 cTaTbm 14 depepanbHOro 3akoHa «O
NepcoHaNnbHbIX AAHHbIXY.

2.12.2. Nonb3oBaTe/b UMeET NPABO Ha NoaydYeHre oT OnepaTopa NPU AMYHOM 0BpaLLEHUMN K HEMY 6O
npv nonydeHmn OnepaTopom NMCbMEHHOro 3anpoca ot MNosb3oBaTtena cieayoweint nHdopmaunum,
Kacatowerics 06paboTKM ero nepcoHasibHbIX A4aHHbIX, B TOM YMC/IEe COAEPMKaALLEN:

— noatBepaeHue dakta 06paboTKM NepcoHasbHbIX AaHHbIX OnepaTopom, a TaKKe Lefib TaKoM
06paboTKy;

— MPaBOBbI€ OCHOBAHWA U LieaM 06paboTKM NePCOHasbHbIX AAHHbIX;
— uenm n npumeHaemble Onepatopom cnocobbl 06paboTKM NEePCOHasbHbIX AAHHbIX;

— HaMMeHOBaHMe U MecTo HaxoxaeHUsa Onepatopa, CBeAeHUs 0 NLAX (3a UCKAoYeHMEM PAaBOTHUKOB
onepaTtopa), KOTopble MMEIOT AOCTYN K NEePCOHAIbHbIM AAaHHbIM UK KOTOPbIM MOTYT BbITb PACKpPbITbI
nepcoHasbHble AaHHble HA OCHOBaHMM gorosopa ¢ OnepaTopom MAN Ha OCHOBaHUKU PeaepanbHOro
3aKOHa;

— 0bpabaTbiBaemble NepcoHasbHble AaHHble, OTHOCALLMECA K COOTBETCTBYIOWEMY CYBbeKTy
NepcoHanbHbIX AaHHbIX, UICTOYHUK UX NONYYEHUSA, ECAN UHOW NOPAAOK NPeAoCTaBNAeHUA TakUX AaHHbIX
He npeaycmoTpeH PeaepasibHbiM 3aKOHOM;

— CPOKM 06paboTKM NepcoHasbHbIX AaHHbIX, B TOM YMUCIE CPOKU UX XPaHEHUS;



— NOPAZOK OCYLLECTB/IEHUA CYObEKTOM NepCcoHasibHbIX Z4AaHHbIX MPaB, NPeaycMoTpeHHbIX PegepanbHbIM
33aKOHOM;

— MHbOopMaL Mo 06 OCYLLECTBIEHHOM UM O NpeAnosaraeMon TpaHCrpPaHMYHOM Nepeaade AaHHbIX;

— HaMMeHOoBaHWe Nan Gammanio, UMsA, OTYECTBO M aAPpec ANUa, ocyLecTeastowero o6paboTky
NepCcoHaNbHbIX AaHHbIX N0 NopyyYeHuto OnepaTopa, ecnn 0bpaboTka NopyyYeHa uam byaert nopyyeHa
Takomy nnuy;

— WHble CBeaeHNA, NnpeayCMOTpPEHHbIe CDe,u,epaanblM 3aKOHOM 1N OPYTrMMun d)ep,epaanblmm
3aKOHamu;

—TDE6OBaTb N3MEHEHUA, YTOYHEHUA, YHUUTOXKEHUA I/IHd)OpN\aLI,MVI O Camom CE6€;

— 06rKanoBaTb HENpPaBOMEpPHbIe AeUCTBUA UK 6e3aencTame no o6paboTke NepcoHasibHbIX AAHHbIX U
TpeboBaTb COOTBETCTBYHOLLEN KOMNEHCALMN B CYAE;

— Ha [ONO/IHEHME NEPCOHA/bHBIX AAaHHbIX OLLEHOYHOIO XapaKTepa 3asB/eHUEM, BbIPArKatOLLMM ero
COBCTBEHHYIO TOUKY 3peHusn;

—onpepenAatb HDEACTaBMTEHEVI ANA 3alinTbl CBOUX NEPCOHAJIbHbBIX AaHHDbIX;

— TpebosaTb oT OnepaTopa yBeaomieHnsa 060 Bcex Npon3BeAeHHbIX B HUX U3SMEHEHMAX UK
NCKAOYEHUAX U3 HUX.

2.12.3. Monb3oBaTe/ib UMEET NPaABO 06¥Ka/I0BaTb B YNOJHOMOYEHHOM OpraHe rno 3aluTe npas
Cy6beKTOB NepcoHabHbIX AaHHbIX UK B cyaebHOM nopsake aencTeusa unm besgencrtsne Onepartopa,
€C/IN CYMTAET, YTO NOCAeAHMNIN OCyLLecTBAAET 06pabOoTKY ero NepcoHasibHbIX AaHHbIX C HAPYLUEHUEM
TpeboBaHUit PepepanbHOro 3akoHa «O NEPCOHabHbIX AaHHbIX» UK MHbIM 06pa3oM HapyLUaeT ero
npasa u ceoboab!.

2.12.4. Nonb3oBaTesib NEPCOHAJbHbIX AAaHHbIX MMEET MPABO Ha 3aLUMUTY CBOMX NPaB M 3aKOHHbIX
MHTEPECOB, B TOM YMC/Ie Ha BO3MELLEHME YObITKOB U (M) KOMMNEHCALMIO MOPaibHOIO Bpeaa B
cynebHom nopsagke.

2.13. O6asaHHoCTK OnepaTtopa.

2.13.1. Mo ¢aKTy AnyHoro obpalleHna AMbo Npu Noay4eHMM MMCbMEHHOTO 3anpoca cybbekTa
NepcoHanbHbIX AaHHbIX MK ero npeacTasutens OnepaTop, NPy HaAMYNMK OCHOBaHWUI, 06A3aH B TeYeHne
30 aHelt ¢ aaTbl 06paLeHMa IMbOo NoyyYeHUs 3anpoca CybbekTa NepCoHaNbHbIX AAaHHbIX MU ero
npeacTaBuTeNs NpeaoCcTaBUTL CcBeaeHMA B ob6beme, ycTaHOBeHHOM PeaepasibHbiM 3aKOHOM. Takue
CBeAEHMA JOMKHbI ObITb NPeAocTaBAeHbl CyObeKTY NepCcoHabHbIX A4aHHbIX B A4OCTYNHOW GOpMe, U B HUX
He AO/IKHbI COAEPKaTbCA NePCOHa/bHbIe AaHHblE, OTHOCALLMECA K APYTMM CyObeKTam NepcoHaNbHbIX
[AaHHbIX, 32 UCK/IIOYEHMEM C/lyYaEB, €C/IM UMEHOTCA 3aKOHHbIE OCHOBAHMA ANA PACKPbITUA TaKUX
NepCoHaNbHbIX AaHHbIX.

2.13.2. B cnyyae oTKasa B NpeaocTaBAeHMM cybbeKTy NepcoHaibHbIX AaHHbIX MW ero npeacTaBuUTesto
npu obpatLeHmm anbo npu noayveHnn 3anpoca cybbekTa NepcoHasibHbIX AAHHbIX UAKU ero
npeacTasutena MHGoOpPMaL MM O HAIMYUU NEPCOHANBbHBIX AAaHHbIX O COOTBETCTBYIOLLEM CybbeKTe
nepcoHanbHbIX AaHHbIX OnepaTop 0653aH AaTb B NTMCbMEHHON GopMe MOTUBUPOBAHHDIN OTBET,
CofepsKaLLMi CCbIIKY Ha NoNoxeHMe YacTu 8 ctatbu 14 GepepanbHOro 3akoHa «O NepcoHanbHbIX
OAHHbBIX» UK NHoro deaepanbHOro 3aKOoHa, ABAAOLLEECA OCHOBaHMEM A/1A TAKOrO 0TKa3a, B CPOK, He
npesbiwatowmnii 30 gHel co AHA obpaleHna cybbeKTa NepcoHaibHbIX AaHHbIX UKW €ro NpeacTaBUTens,
nmMbo ¢ gatbl NoslyYeHMs 3anpoca cybbeKkTa NepcoHanbHbIX AaHHbIX AW ero NpeacTaBUTens.



2.13.3. B cnyyae nonyyeHus 3anpoca oT yNnoAHOMOYEHHOro opraHa no 3aluTe npas cyb6bekToB
NepCcoHanbHbIX AaHHbIX O NPeAOCTaBAEHUM UHDOPMALUKN, HEOBXOAMMON ANA OCyLLEeCTBAEHUA
OeATeNbHOCTM YKa3aHHOro opraHa, OnepaTtop 06s3aH coobWnTb Takyo MHPopmaLmio B
YNONHOMOYEHHbIW opraH B TedeHue 30 AHel ¢ AaTbl NONyYeHMA TaKoro 3anpoca.

2.13.4. B cnyvae BbiABAEHUA HenpaBomepHol 06paboTKM NepcoHanbHbIX AaHHbIX NPU 06paLLEHMM UK
no 3anpocy cybbekTa NepcoHasbHbIX AAaHHbIX UK ero npeacTaBuTens AMbo ynoJHOMOYEHHOTO OpraHa
no 3awuTe Npas CybbeKTOB NEPCOHA/bHBIX AaHHbIX OnepaTop 0653aH oCyLWecTBUTL 6IOKMpPOBaHNE
HenpaBomMepHO 0b6pabaTbiBaeMbix NepPCOHaNbHbIX AAaHHbIX, OTHOCALLMXCA K 3TOMY CyObeKTy
NepPCOHaNbHbIX AAHHbIX, C MOMEHTA TaKOro 06paLLeHNs UAKN NOyYeHNA YKa3aHHOTO 3anpoca Ha Nnepuos,
NpPOBEPKMU.

2.13.5. B cnyyae BbiABAEHUA HeNpaBoMepHOl 06paboTKM NepcoHanbHbIX AaHHbIX, OCYLLECTBAAEMON
OnepaTtopom, NoC/ieaHNI B CPOK, He NPeBbILWatoLWmil Tpex paboumx AHeN ¢ AaTbl 3TOMO BbIABAEHWUA,
06A3aH NpeKpaTUTb HEMPABOMEPHYH 06pPaboTKy NepcoHabHbIX AaHHbIX. 06 yCTpaHEeHWUM SOMYLLEHHbIX
HapyweHuit Onepatop 06a3aH yBeAOMUTb CYBbEKTA NepPCOoHaNbHbIX AaHHbIX UK ero NpeacTaBuTens, a B
cnyyae ecnv obpaleHue cybbekTa NepcoHaNbHbIX AAaHHbIX UM ero npeactasuTens Anbo 3anpoc
YMNO/IHOMOYEHHOIO OpraHa no 3awuTe Npas CybbeKTOB NEePCOHA/bHBIX AAHHbIX OblM HanpasBaeHbl
YMNO/IHOMOYEHHbIM OPraHOM Mo 3almMTe NPaB CYy6bEKTOB NEePCOHAbHbIX AaHHbIX, TAKXKE YKa3aHHbIN
opraH.

2.13.6. B cny4ae gocTuKeHUa uenm obpaboTkM nepcoHanbHbIX AaHHbIX Onepatop o6a3aH NpekpaTUTb
06paboTKy NEPCOHANbHBIX AAaHHbIX M YHUUTOXKMTb NEPCOHA/bHbIE AaHHbIE B CPOK, He NpeBbiwatowmii 30
pabounx gHel ¢ faTbl LOCTUNKEHUA Lenn 06paboTKM NepcoHanbHbIX AaHHbIX, EC/IN UHOE He
npeaycMoTPeHO AO0roBOPOM, CTOPOHOI KOTOPOTO ABAAETCA CY6beKT MepCcoHanbHbIX AaHHbIX.

2.13.7. 3anpewaeTca NPUHATME HA OCHOBAHUWN UCK/IIOYUTENIbHO aBTOMATM3MPOBAHHOM 06paboTKM
NnepcoHabHbIX AAaHHbIX PELEHWUI, MOPOKAAOLWMX PUANYECKME NOCNEACTBUA B OTHOLEHUM CyObeKTa
NepCcoHanbHbIX AAaHHbIX MM UHbIM 0OPa30M 3aTParMBatoLLMX ero NPaBa M 3aKOHHbIEe MHTEPECHI.

2.14. Pexkum KOHPUAEHLMANbHOCTU NEPCOHAbHbIX AAHHbIX.

2.14.1. Onepatop obecneymnBaeT KOHPUAEHLMANBHOCTb M 6E30MAaCHOCTb MEPCOHA/IbHbIX AAHHbIX NPU KX
06paboTKe B cOOTBETCTBUM C TpeboBaHMAMM 3aKOHOAATeNbCTBA PO,

2.14.2. Onepatop He pacKpbIBaAET TPETbMM JIMLLAM M HE PacrpoCTPaHAeT NepcoHanbHble AaHHble 6e3
COr/lacus Ha 3TO CybbeKTa NepcoHasibHbIX AaHHbIX, ECAU MHOE He nNpeaycmoTpeHo PepepanbHbim
3aKOHOM.

2.14.3. B cOOTBETCTBUM C NepevyHeM NepcoHasbHbIX A4aHHbIX, 06pabaTbiBaeMbix Ha CaTe, NepPCOHabHbIEe
AaHHble Monb3osatenei Calita ABAAKTCA KOHPUAEHUMaNbHON MHGOPMaLUnen.

2.14.4. Nnua, ocywecTenstolme 06paboTKy NepcoHanbHbIX AaHHbIX, 06A3aHbl cobaogaTb TpeboBaHMA
pernameHTMpyoWmMX AoKymeHToB OnepaTopa B YacT obecneveHma KOHPUAEHUNANBHOCTM U
6e30MacHOCTM NePCOHasIbHbLIX AaHHbIX.

3. O6paboTKa NnepcoHaNbHbIX AAHHbIX.

3.1. MepeyeHb obpabaTbiBaembIix NePCOHaAbHbIX AaHHbIX [Toib30BaTeNe:
— damunns;

- ums;

— 0TYecTBO;

— pervos;



— MObunbHbIN TenedoH;

- (nepeuncamnTb BCe Apyrne AaHHble, KOTOPbIE UCMONbL3YIOTCA calTom/cepBrcom)
— 3/IeKTPOHHAA nouTa.

3.2. Nlvua, umetowme NpaBo AOCTYNa K NepCoOHaNbHbIM AAHHbIM.

3.2.1. NpaBom AocTyna K NepcoHasibHbIM AaHHbIM cyb6beKToB 061aaat0T nua, HageneHHble
COOTBETCTBYOLWMMWN NONHOMOYMUAMM B COOTBETCTBMM CO CBOMMM CNYKEBHbIMU 06A3aHHOCTAMMU.

3.3. MopsaaoK U CPOKU XPaHEHMA NEPCOHaJbHbIX AaHHbIX Ha CaliTe.
3.3.1. OnepaTtop ocyLWecTBAAET TO/IbKO XpaHEHME NepPCOoHaNbHbIX AaHHbIX [onb3oBaTenei Ha CaitTe.

3.3.2. CpoKM xpaHeHMA NepcoHanbHbIX AaHHbIX Monb3oBaTenei Ha Cante onpegeneHbl yCAOBUAMMU
MoNb30BaTENBCKOIO COMNALEHMUA, BBOAATCA B AEWCTBME C MOMEHTa NpMHATUSA (akuenTa) MNonb3osatenem
OaHHOro cornawenuna Ha CaiiTe n AeNCTBYIOT 40 TeX Nop, Noka MNonb3oBaTesib He 3aABUT O CBOEM
YKelaHUM yOaInTb CBOM NepCcoHasbHble AaHHble ¢ CanTa.

3.3.3. B ciyyae yaaneHua aaHHbIx ¢ CainTa no MHMLMATMBE OAHOM M3 CTOPOH, @ UMEHHO NpeKpalleHnus
ncnonb3osaHua CaitTa, nepcoHanbHble gaHHble Nonb3oBaTena xpaHaTca B 6a3ax AaHHbIX OnepaTopa
MATb JIET B COOTBETCTBUM C 3aKOHOAaTENbCTBOM PO,

3.3.4. Mo ncTeyeHUM BbllEYKa3aHHOTO CPOKa XpaHeHMsA NepcoHanbHbIX AaHHbIX Monb3oBaTens
nepcoHanbHble AaHHble Monb30BaTeNA yAaNATCA aBTOMATUYECKM 3a4aHHbIM aNTOPUTMOM, KOTOPbIM
3agaet Oneparop.

3.4. bAOKMpOBaAHMeE NepCcoHasbHbIX AAHHbIX.

3.4.1. NMopg 6n10KMpOBaHMEM NEPCOHANbHbIX AaHHbIX MOHUMAETCS BPeMEHHOE NpeKpalleHme
OnepaTopom onepauuit no ux o6paboTke no TpebosaHmto Mosb3oBaTeNA NPU BbIABAEHUN UM
HeL0CTOBEpPHOCTM 06pabaTbiBaEMbIX CBEAEHWUI MM HEMPABOMEPHbIX, MO MHEHUIO CyObEKTa
nepcoHasbHbIX AAaHHbIX, 4ENCTBUI B OTHOLLEHWUWN €ro AAHHDIX.

3.4.2. OnepaTtop He nepenaeT NepcoHasibHble AaHHble TPETbMM NMLAM U He Nopy4YaeT 06paboTKy
NepCcoHanbHbIX AaHHbIX CTOPOHHUM AMLAM U OopraHM3aumam. MNepcoHanbHble gaHHble Nonb3oBaTenel
Cavita 06pabaTblBalOT TO/ILKO COTPYAHUKM OnepaTtopa (aAMMHUCTPATOPbI 6a3 AaHHbIX U T. 4.),
JOnyLLeHHble YCTaHOBAEHHbIM MOPAAKOM K 06paboTKe NepcoHasibHbIX AaHHbIx Monb3oBaTenei.

3.4.3. BAOKMpPOBaHWE NEPCOHANbHbIX AaHHbIX Ha CaliTe OCYLWEeCTBAAETCA HA OCHOBAHMM NMUCbMEHHOTO
3anB/IeHNA OT CybbeKTa NepCoHabHbIX AAHHBIX.

3.5. YHMYTOXKEeHMe NepCoHaNbHbIX AAHHbIX.

3.5.1. Nopg, YHUYTOXEHNEM NEePCOHANIbHbIX AaHHbIX MTOHUMAIOTCA AEI\/'ICTBMH, B pe3ynbraTe KOTOPbIX
CTaHOBUTCA HEBO3MOXHbIM BOCCTAaHOBUTb coaepKaHne NepCoHa/ibHbIX AaHHbIX Ha Caiite VI/VI}TVI B
pe3ynbrate KOTOPbIX YHUYTOXKAKTCA MaTepUasibHble HOCUTENTN NEePCOHA/IbHbIX AaHHbIX.

3.5.2. CybObeKT nepcoHasnbHbIX AaHHbIX BNpase B NMCbMeHHOM dopme TpeboBaTb YHUUTOXKEHNA CBOUX
NepCcoHasbHbIX AaHHbIX B C/ly4ae, eCiv NEPCOHA/bHbIE AAHHbIE ABAAKOTCA HEMOMHBIMM, YCTAPEBLUMMMU,
HeZ0CTOBEPHbIMM, HE3aKOHHO MOIYYEHHbIMW UM He SBAAIOTCA HEOOXOAMMbIMM A1 3aABAEHHON Lenun
0bpaboTKu.

3.5.3. B cnyvae oTcyTCTBMA BO3MOXKHOCTM YHUUTOXKEHUA NepCoHaNbHbIX AaHHbIX OnepaTtop
ocywectsaseT 6A0KMpPOBaHNE TAaKUX NEPCOHABHbIX AAHHbIX.



3.5.4. YHMUTOXKEeHME NepCcoHasbHbIX AAHHbIX OCYLLECTBAAETCA NyTEeM CTUPaAHMUA MHPOpMaLUK C
MCMNONb30BaHNEM CEPTUPULMPOBAHHONO NPOrpamMMHOro obecneyeHmns ¢ rAPaHTUPOBAHHbLIM
YHUYTOXKEHMEM (B COOTBETCTBUM C 334aHHbIMM XapaKTEPUCTUKAMM AN YCTAHOBAIEHHOIO NPOrPaMMHOro
obecneyeHms C rapaHTUPOBAHHbIM YHUUYTOXKEHUEM).

4. CucTema 3aWMTbl NEPCOHANbHBIX AAHHDIX.
4.1. Mepbl no obecneyeHnto 6€30MNacHOCTU NEPCOHA/bHBIX AAaHHbIX NPU UX 0bpaboTke.

4.1.1. OnepaTop nNpu 06paboTKe NepcoHanbHbIX AaHHbIX 06A3aH NPUHMMaTb HeobXoaMMble NPaBoBbIE,
OpraHM3aLMOoHHbIE U TEXHMYECKME Mepbl MAK obecneynsaTb UX NPUHATME A4 3aLMUTbl NEPCOHabHbIX
AaHHbIX OT HEMPaBOMEPHOro UK CIYYaMHOTO A0CTYNa K HUM, YHUUTOXKEHUA, U3MEHEHUNS,
6/10KMPOBaHMA, KONMPOBaHWA, NPeAOCTaBAEHMA, PACNPOCTPaHEHNA NePCOHaNbHbIX AaHHbIX, @ TaKKe OT
WHbIX HEMPABOMEPHbIX AEUCTBUI B OTHOLIEHWUW NEPCOHANbHbIX AaHHbIX.

4.1.2. ObecneyeHune 6e3onacHOCTH NnepCoHaNIbHbIX AAaHHbIX OOCTUTaeTCA, B YaCTHOCTW:

—onpegeneHnem yrpos 6esonacHocTH NepPCOHANbHbIX AaHHbIX MPU UX o6pa60TKe B I/IHd)OpMaLI,MOHHbIX
cncTtemax NepCoHaibHbIX AaHHbIX;

— NPUMEHEHNEM OPraHM3aLMOHHbIX U TEXHUYECKMX Mep Nno obecrneyeHnto 6€30NacHOCTN NePCOHasbHbIX
AaHHbIX NpKU nx 06paboTke B MHGOPMALMOHHBIX CUCTEMAX NEPCOHA/bHbIX AaHHbIX, HE0BX0AUMBIX ANSA
BbINO/IHEHWS TPEOOBAHMI K 3aLUMTE NEPCOHA/IbHbLIX AAHHbIX;

— NpUMeHeHneM NpoLleaLnX B YCTaHOBIEHHOM NOpAaKe nNpoLueaypy OLEeHKU COOTBETCTBUA CPeacTB
3aWnTbl MHGOPMaLUK;

— oueHKoM 3pPEKTUBHOCTU NPUHMMAEMBIX Mep Mo obecrneveHnto 6e30NacHOCTM NePCOHaNbHbIX AAHHbIX
[0 BBOAA B 3KCMAyaTaL Mo MHGOPMALMOHHOMN CUCTEMbI NEPCOHABHBIX AAHHbIX;

—Y4eToOM MallNHHbIX HocuTenemn NnepCcoHa/ibHbIX AaHHbIX;

— 0bHapyKeHMemM PaKTOB HECAHKLLMOHMPOBAHHOIO AOCTYNA K NEPCOHaNbHbIM AAHHBIM U MPUHATUEM
mep;

— BOCCTaHOB/IEHWEM MEPCOHANbHbIX AaHHbIX, MOAUDULMPOBAHHbIX NN YHUYTOMXKEHHbIX BCAeACTBME
HECaHKLMOHMPOBAHHOIO AOCTYNa K HUM;

— YCTAHOB/IEHMEM NMPaBUA AOCTYNA K NePCOHasIbHbIM AAaHHbIM, 0bpabaTtbiBaeMbiM B MHGOPMALMOHHOM
cUcTeMe NepPCOHaNbHbIX AaHHbIX, @ TaKXKe obecneyeHnem pernctpalmm u ydeTa Bcex AeACTBUN,
coBepLIaeMbIX C NePCOHANbHbIMU AaHHbIMU B MUHPOPMALIMOHHOM CUCTEME NEPCOHA/bHBIX AaHHbIX;

— KOHTPOJ/IEM 3@ NPUHUMAEMbIMU MepaMm No obecneveHnto 6e30NacHOCTU NePCOHANbHbIX AaHHbIX U
YPOBHSA 3aLWMLLEHHOCTU UHPOPMALMOHHBIX CUCTEM NEPCOHANbHBIX AaHHbIX.

4.1.3. Onsa ueneri NonoxkeHna nog yrpo3amm 6e30nacHOCTN NEPCOHasbHbIX AaHHbIX MOHUMaETCs
COBOKYMHOCTb YC/N0BUI 1 HaKTOPOB, CO3at0LLMX ONAaCHOCTb HECAHKLIMOHNUPOBAHHOIO, B TOM Ync/e
C/ly4alHOro, AOCTYyNa K NepCcoHasbHbIM AAaHHbIM, PE3Y/IbTATOM KOTOPOro MOTYT CTaTb YHUUYTOMKEHME,
n3meHeHue, 6I0KMPOBaHME, KONMMPOBAHWE, NPeaoCTaBAeHNe, PacnpOCTPaHEHME NEPCOHANbHbIX
[JAHHbIX, @ TaKKE UHbIe HENPABOMEpPHbIE AeCTBUS Npu X 06paboTke B MHPOPMALIMOHHOW cucTeme
nepcoHanbHbIX AaHHbIX. o4, ypoBHEM 3aLLMLLEHHOCTM NEPCOHANbHbIX AAaHHbIX NOHMMAETCA
KOMIMIEKCHbIM NOKa3aTe/lb, XapaKTepumsyowuii TpeboBaHMsA, UCMO/IHEHWE KOTOPbIX obecneynsaeT
HeNTpannsaLmo onpeaeneHHbIX yrpo3 6e30nacHOCTN NepPCoHaNbHbIX AaHHbIX MPU X 06paboTke B
MHOOPMALIMOHHOM CUCTEME NePCOHabHbIX AAHHbIX.

4.2. 3aumiiaemble ceefeHnA 0 CyGbekTe NepCcoHasibHbIX AaHHbIX.



K 3awmiiaembim cBeeHMAM O CybbeKTe NepcoHabHbIX AaHHbIX Ha CaliTe OTHOCATCA [laHHble,
no3soAnsowmne naeHTMOULMPOBaTb CyObeKT NepcoHanbHbIX 4aHHbIX U/UAN NONAYYUTb O HEM
OOMNOJIHUTENIbHbIE CBeAEHUSA, NPeAyCMOTPEHHbIE 3aKOHOAATENbCTBOM U [oNoKeHneM.

4.3. 3awmuLaemble 06bEKTbI NEPCOHA/bHbIX AaHHbIX.
4.3.1. K 3awmuaembiMm 06 bEKTAM NepcoHanbHbIX AaHHbIX HA CaiTe oTHOCATCA:

— 06beKTbl MHPOPMATM3ALUMN U TEXHUYECKME CPeaCTBa aBTOMATU3NPOBAHHOM 06paboTkn nHdopmauuuy,
coeprkallei nepcoHasibHble faHHble;

— nHdopmaLMoHHbIe pecypcbl (6a3bl AaHHbIX, Galinibl n Ap.), coaepaline nHpopmaLmio 0b
MHPOPMALMOHHO-TENEKOMMYHUKALLMOHHBIX CUCTEMAX, B KOTOPbIX LLUPKYAUPYIOT NEePCOHaNbHble
AaHHble, 0 cobbITUAX, NPOMN3oLWEALNX C YyNpaBaaeMbiMn 06 beKTamu, 0 NaaHax obecneyeHus
6ecnepeboiiHOM pPaboTbl M NpoLeaypax Nepexoaa K ynpasaeHMo B aBapUAHbIX PEXMMAX;

— KaHa/ibl CBA3U, KOTOPble NCMONb3YIOTCA ANA nepeaadn NnepCoHabHbIX AaHHbLIX B BUAE VIHd)OpMaTMBHbIX
I/NIEKTPUYECKUX CUTHANIOB U ¢M3VI‘-IGCKVIX FIOI'IEI\/'L'

— OTYYKAaeMble HOCUTENN MHDOPMALIUK HA MAarHUTHOW, MarHUTHO-ONTUYECKOM U MHOW OCHOBE,
npumeHnemble a1a 06paboTKM NepcoHanbHbIX AAHHbIX.

4.3.2. TexHonornyeckana nHoopmauma 06 MHGOPMaLLMOHHBIX CUCTEMAX U 3/IEMEHTAX CUCTEMbI 3aLUUTDI
nepcoHasbHbIX AaHHbIX, NOANEXKALLAA 3aLLNTE, BKAIOYAET:

— CBeAEHMA O CUCTEME YNPaBAEHUA AOCTYNOM Ha 06beKTbl MHPOPMATM3aLMK, Ha KOTOPbLIX
ocyliecTBaseTcs 06paboTKka NepcoHaNbHbIX AaHHbIX;

— ynpasasowan nHbopmauma (KoHPUrypaumoHHble ¢aibl, TabanLbl MapLwpyTU3aLLMM, HACTPOKM
CUCTEMbI 3aLLMTbI M Np.);

— TEXHONOrNYecKan MHPopMaLLMA cpeacTB AOCTyMNa K cMCTeMam yrnpasneHus (ayTeHTudmKaLMoHHanA
MHbOpPMaLMSA, KNoun 1 aTpmbyTel gocTyna u A4p.);

— XapaKTePUCTUKMN KaHa 0B CBA3K, KOTOPbIE MCMO/b3YIOTCA ANA Nepeayn NepcoHasbHbIX 4AHHbIX B
BUAE NHOOPMATUBHbIX /IEKTPUYECKUX CUTHAIOB U GU3UYECKUX NoEN;

- MH(I)OpMaLI,MFI O CpeAacTBax 3aWnTbl NePCOHaNbHbIX AAaHHbIX, UX COCTaBe U CTPYKType, NpuHUnnax mn
TEXHUYECKUX peleHnAX 3alunThbl,

— cny*ebHble AaHHble (MeTagaHHble) noasaAoWMeca Npu paboTte NporpaMmHoro obecnedeHums,
COOBOLEHMIN N MPOTOKOJIOB MEKCETEBOTO B3aMMOAENCTBUSA, B pe3y/ibTaTe 06paboTKM NepcoHasibHbIX
OaHHbIX.

4.4. TpeboBaHMA K cUCTEME 3aLUMTbI NEePCOHANbHbIX AAHHbIX.

CUCTEMA 3aLUMTbI NEPCOHA/bHBIX AaHHbIX SO/IKHA COOTBETCTBOBATb TPEH6OBAHUAM NOCTAHOB/IEHUS
Mpasutenbctea PP ot 1 HoAbBpA 2012 1. Ne 1119 «06 yTBeprKaeHUN TpeboBaHWU K 3aLunTe
NepCcoHanbHbIX AAaHHbIX MPU UX 06paboTKe B UHPOPMALMOHHBIX CUCTEMAX NEPCOHAJIbHBIX AAHHbIXY.

4.4.1. Cuctema 3aLmTbl NEPCOHANbHbIX AaHHbIX AO/KHA obecneynBaThb:

— cBOEBPEMEHHOEe 0bHapyKeHne U NpeaoTBpaLleHne HeCaHKLMOHNPOBAHHOIO A0CTYNa K
NepcoHanbHbIM AAHHBIM U (UK) Nepeaaym Ux 1MLAM, He MMEILLMM NPaBa A0CTYNa K TaKoW
nHpopmauum;

— HeflonyLleHMe BO3AENCTBUA Ha TEXHUYECKME CPeaCcTBa aBTOMATU3NPOBAHHOM 06paboTKu
NepCcoHanbHbIX AaHHbIX, B PE3Yy/bTaTe KOTOPOro MOXKET BbITb HAPYLUEHO UX PYHKLMOHMPOBAHUE;



— BO3MOXHOCTb HE3aMea/INTE/IbHOIo BOCCTaHOB/1EHNA NEPCOHAIbHbIX AaHHbIX, MO,EI,VId)VILI,VIpOBaHHbIX
WU YHUYTOXKEHHbIX BCheaAcTBMeE HECAaHKUMOHNPOBAHHOIO A40CTYNa K HUM;

— MOCTOAHHDbIM KOHTPO/1b 3a obecneyeHnem YPOBHA 3alLMULLEHHOCTN NePCOHA/IbHbIX AaHHbIX.

4.4.2. CpeacTea 3aWmThl HGOPMaLUK, NPUMEHSAEMbIE B UHPOPMALMOHHBIX CUCTEMAX, AO/IKHbI B
YCTaHOB/IEHHOM MOpPAAKe NPOXO4UTb NPOLEeAypPY OLLeHKU COOTBETCTBUA.

4.5. MeTtoabl 1 cnocobbl 3aWmnTbl MHGOPMaLMK B UHGOPMALMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AaHHbIX.

4.5.1. MeTozbl M cnocobbl 3aWuTbl MHPOPMALMMN B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX
Onepatopa A0/1XHbl COOTBETCTBOBaTb TPe60OBaHNAM:

—npukasa PCTIK PO ot 18 peBpana 2013 r. Ne 21 «0O6 ytBepxaeHUM CocTaBa U coaeprkaHuma
OPraHM3aLMOHHbIX M TEXHUYECKMX Mep No obecrnevyeHMto 6e30NacHOCTU NePCOHANbHbIX AaHHbIX MPU UX
06paboTKe B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHBIX AAHHbIX»;

—npuKasa ®Cb Poccum ot 10 miona 2014 r. Ne 378 «0O6 yTeepxaeHun CocTaBa U coaepKaHuma
OpPraHM3aLMOHHbIX M TEXHUYECKMUX Mep No obecrneyeHMto 6e30NacHOCTU NePCOHANbHbIX AaHHbIX NPU UX
06paboTke B MIHPOPMALMOHHbBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX C UCMOJIb30BaHNEM CPeacTB
KpunTorpadmyeckom 3awmTbl MHGOPMALUM, HEOOXOANMBIX A5 BbINOSHEHNA YCTAHOBAEHHbIX
MpasuTenbcTeom Poccuiickol enepaumm TpeboBaHMA K 3aLMTe NePCOHaNbHbIX AaHHbIX A8 KaXK40ro
13 ypoBHel 3aluuLLeHHOCTUY (B ciydyae onpeaeneHus Onepatopom HeobXoAMMOCTN UCMONb30BaHUA
cpeacTs Kpuntorpaduyeckon 3awmTbl MHGopMaLmmn ana obecrnedyeHma 6e30NacHOCTU NEPCOHANbHbIX
OaHHbIX).

4.5.2. OCHOBHbIMW MeToAaMM M cnocobamu 3aLUnTbl MHPOPMaLUKN B UHPOPMALLMOHHbBIX CUCTEMAX
NnepcoHanbHbIX AaHHbIX Monb3oBaTenen ABAAITCA MeToabl U cnocobbl 3aWuTbl MHGOPMaLMK OT
HECaHKLMOHMPOBAHHOIO, B TOM YMC/e C/Iy4alHOro, AOCTYNa K NepCOHasbHbIM AAaHHbIM, Pe3y1bTaToM
KOTOPOr0o MOMET CTaTb YHUUTOXKEHNE, U3MEHEHWNE, BNOKMpPOBaHME, KONNMPOBaHMeE, pacnpocTpaHeHne
NepcoHabHbIX AaHHbIX, @ TAKXe UHbIX HECAaHKLMOHNPOBaHHbIX AEWCTBUIA (Qanee — MeToAbl U CNocobbl
3awmTbl MHGopmaymm ot HCA).

4.5.3. Bbibop 1 peannsaumsa meToaoB U cnocoboB 3aumTbl MHGopMaummn Ha CaliTe ocyLecTBASETCA B
COOTBETCTBUWN C PEKOMEHAAUMAMU PErYNATOPOB B 061acTu 3aWmThbl MHPopmaumm — GCTIK Poccuu m
®CB Poccum, ¢ yyetom onpegensemblx Onepatopom yrpo3 6e30nacHOCTM NepCcoHabHbIX AaHHbIX
(Mmogenu yrpos) 1 B 3aBUCMMOCTM OT Knacca MHPOPMaLMOHHOM CUCTEMDI.

4.5.4. BbibpaHHble 1 peanr3oBaHHble METoAbl U cnocobbl 3aLWnTbl MHGOopMaLumM Ha CaTe OONXKHbI
obecneunBaTb HelTpanM3auunto NpeanosaraemMblix yrpo3s 6e3onacHOCTU NePCOHaNbHbIX AaHHbIX NPU UX
obpaboTke.

4.6. Mepbl 3aWMUTbl MHPOPMALMK, COCTABAAIOLWEN NepPCOoHabHblE AaHHbIE.

4.6.1. Mepbl no OoxXpaHe 6a3 AaHHbIX, cogepKalwmnx nepCoHaibHble AaHHbIE, TPUHUMAEMDbIE
OI'IepaTOPOM, AO/TXKHbI BK/1HOYATb B cebs:

—onpegeneHne nepeyvyHAa VIH(bOpMaLI,MM, COCTaBﬂFII-OLI.I,EIZ nepcoHasibHble aHHbIE;

— orpaHmMyeHue aoctyna K MHopmaLmMm, CoAepPsKaLleit NepcoHasibHble 4aHHbIe, NyTeM YCTaHOBAEHMUSA
nopszKa obpalleHums ¢ 3Tol MHpopMaLMen U KOHTPOIA 32 COBOAEHMEM TAaKOTO NMOPAAKA.

4.6.2. Mepbl No oxpaHe KOHOUAEHUMANBHOCTM MHOOPMALMM NPU3HAIOTCA PA3YMHO AOCTaTOUYHbIMM,
ecnu:

— UCK/TI0YaeTCA AOCTYyN K NepCoHa/ibHbIM AaHHbIM NtobbIX TPETbUX NNL, 6e3 cornacus OnepaTopa;



— obecneunsBaeTcs BO3MOXKHOCTb UCMONb30BaHNA MHPOPMALIUK, COAEpKaLllei NepcoHanbHble AaHHbIe,
6e3 HapyLleHNA 3aKOHOAaTeIbCTBA O NepPCOHa/bHbIX AaHHbIX;

—npu paborte c Nonb3oBaTenem ycTaHaBAMBAETCA TaKOM NOPAAOK Aenctenit OnepaTopa, NPy KOTOPOM
obecneynBaeTcA COXPAaHHOCTb CBEAEHWUM, COAEPKALLMX NEPCOHANbHbIE AaHHble [onb3oBaTeNs.

4.6.3. MepcoHanbHble AaHHble He MOTYT BbITb UCMONb30BaHbI B LIe/IAX, MPOTUBOPEYALUX TpeOOBaAHNAM
depepanbHOro 3aKOHA, 3aLMTbl OCHOB KOHCTUTYLIMOHHOTO CTPOS, HPAaBCTBEHHOCTU, 340P0BbA, NPaB U
3aKOHHbIX MHTEPECOB ApYrmx Aul, obecneyeHns o60pPOoHbI CTPaHbI U Ge3onacHOCTU rocyAapcTBa.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce coTpygHukm OnepaTtopa, ocywecTeasaowme obpaboTky nepcoHanbHbIX AaHHbIX, 0653aHbI
XpaHWUTb TallHYy O CBeAEHUAX, COAEPKALLNX NePCOHaNbHbIE AaHHble, B COOTBETCTBUM C [10N0KeHNEM,
TpeboBaHUAMM 3aKoHoAaTeNbCcTBa PO.

4.7.2. Jlnua, BUHOBHbIE B HapyLweHMU TpeboBaHI M0N0KEHUA, HECYT NPEeAYCMOTPEHHYHO
3aKOHOZaTeIbCTBOM PD OTBETCTBEHHOCT.

4.7.3. OTBETCTBEHHOCTb 3a CObNtOAEHNE PEXMMA NEPCOHA/bHbIX AaHHbIX MO OTHOLIEHUIO K
nepcoHaibHbIM AaHHbIM, Haxoasawmmea B 6a3ax faHHbix CaliTa, HeCyT OTBETCTBEHHbIe 332 06paboTKy
NepPCOHANbHbIX AAHHbIX.

5. 3akntounTtenbHble NONOXKEHUA.

5.1. B ciiyyae M3meHeHus AeNCTBYHOLWEro 3akoHoaateibcTBa PO, BHeCceHMA M3MeHeHU B HOPMATUBHbIE
OOKYMEHTbI MO 3almMTe NepcoHanbHbIX AAaHHbIX HacToswee [MoNoXKeHNe AENCTBYET B YaCTU, He
npoTMBOpEYaLLEN AENCTBYOWEMY 3aKOHOAATENbCTBY A0 NPUBEAEHUA €r0 B COOTBETCTBUE C TAKUMMU.

5.2. Ycnosusa HacToAwwero [onoXKeHna ycTaHaBANBAOTCA, USMEHAIOTCA U OTMeHAroTcAa OnepaTopom B
O4HOCTOPOHHEM Nopsake 6e3 npeaBapuTenbHoro ysegomaeHua Monb3osatensa. C MOMeEHTa
pa3smelleHus Ha CaitTe HOBOW peaaKkumm MonoxKeHNA NpeablayLan peaakLuma cYnTaeTca yTpaTmeLLEn
CBOO cuny. B cnyyae cywectBeHHOro usmeHeHus yciosumin Hactoswero CornawerHna Onepatop
nsBewaet 06 atom Mosib3oBaTenen nytem pasmeleHma Ha CaliTe COOTBETCTBYHOLLErO COObLEHMA.

5.3. Ecnn MNonb3osaTenb He COrnaceH € ycnoBuAMmmM HacToAawero NonoxeHua, To oOH JO/KeH HemeaNeHHO
yAanuTb cBok npodunb ¢ CaitTa, B NPOTUBHOM C/lydae NPOLO/IKEHME UCNOb30BaHKA MNosb3oBaTenem
CaiiTa 03Ha4aer, yuTo [onb3oBaTeNb COMNACEH C YCNOBUAMM HacToALWEero MNoaoxKeHus.



